In quantum communications, quantum states are employed for the transmission of information between remote parties. This usually requires sharing knowledge of the measurement bases through a classical public channel in the sifting phase of the protocol. Here, we demonstrate a quantum communication scheme where the information on the bases is shared "non-classically", by encoding this information in the same photons used for carrying the data. This enhanced capability is achieved by exploiting the localization of the photonic wave function, observed when the photons are prepared and measured in the same quantum basis. We experimentally implement our scheme by using a multi-mode optical fiber coupled to an adaptive optics setup. We observe a decrease in the error rate for higher dimensionality, indicating an improved resilience against noise.
I. INTRODUCTION
Quantum communication exploits physical properties such as superposition and entanglement to transmit information [1] [2] [3] . Measuring a quantum state collapses the wave function into one of the basis states [4] [5] [6] [7] . In quantum communication, the sender prepares each state on a particular basis, such that when the receiver measures correctly, they can extract the information [1] . If the state is measured on a different basis than the one in which it was prepared, it is not possible to perform a deterministic read-out of the information sent [8] . This means that, in a two-party quantum communication protocol, Alice and Bob must exchange the basis information over a classical channel [2] . In simpler terms, qubit measurements are useless without the basis information, and vice-versa.
Multidimensional quantum communication protocols offer several advantages [8] [9] [10] [11] and have been investigated using different technologies, from orbital angular momentum [12] [13] [14] [15] [16] [17] to path-encoded qudits [18, 19] , enabling the use of higher-order alphabets [13, 20, 21] , or to encode multiple qubits in a single photon [22] . Recent results [18, 19, 23, 24] have shown that modern photonics can achieve multidimensional quantum state manipulation, and pave the way for practical applications of quantum communication protocols exploiting multidimensionality.
Here, we introduce an approach for quantum communication, which prepares the photons used for carrying data such that they are transporting both the message and the measurement information in their wave functions. The properties of the wave functions are probed by sending two copies of the same state (i.e. two photons) through the quantum channel. We discuss a potential benefit for quantum key distribution (QKD) and, while we do not examine the security of any particular scheme, note that as a bare minimum the photon pairs would need to be interwoven randomly with each other to avoid the most trivial of intercept-resend attacks. This means the pairings must be publicly announced instead of the bases, to create an information asymmetry between the receiver and any eavesdroppers. As a result, we will need to include a modified sifting phase, rather than being able to remove it altogether as other protocols have managed [25, 26] .
We extend the convention of interweaving the pairs to our generic communications protocol, called multidimensional data basis shuffling (DBS), largely because it brings it closer to being useful for QKD, which is the most dominant form of quantum communication at present. For applications where security is not a concern, this step can be considered optional.
II. DATA BASIS SHUFFLING
In the simplest case, we can consider two photons that are transmitted as qubits encoded in the two mutually unbiased bases {|0 , |1 } or {|+ , |− }. We call these pairs of photons twins.
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Alice sends an attenuated laser into a reflective spatial light modulator (SLM), which focuses the light on the far side of a multi-mode fiber in two mutually unbiased bases. Bob may choose whether to measure in the computational or the Fourier basis by exploiting a flip mirror (not shown). If he measures correctly, the probability density is localized, allowing him to retrieve the bit sent by Alice and confirming his basis choice. If he measures incorrectly, Bob can be expected to obtain inconsistent results as the probability density is delocalized.
Each twin is measured with a random projector, which will be one of the following:
For example, when sending the state |00 , we have two possible scenarios. If the measurement basis is {|0 , |1 }, the two photons will collapse into (|00 00|) |00 = |00 , returning the result 0 while also confirming the correctness of the basis because the individual photon states are the same. On the other hand, if the photons are measured in {|+ , |− }, they will have a non-zero probability of collapsing into different states, e.g. (|++ ++|) |00 = 1 4 (|00 + |01 + |10 + |11 ). In this case, the result indicates the wrong choice of measurement basis with 50% probability. We note that, in general, the twins do not need to be sent one after the other, and photon pairs may be interwoven if a much longer string of qubits is sent. This feature means Data Basis Shuffling may potentially be able to act as a foundation for novel QKD protocols, as will be discussed later.
We now consider a more general case, in which we can encode into bases of higher dimensionality, meaning we are able to transmit information using qudits. Here, the computational basis is described by
and the Fourier basis by {|f } f =f0,f1,...,f D−1 , where the l th Fourier basis state is defined to be
These may be mapped onto the orbital angular momentum of a photon [27] or its spatial position and reciprocal momentum space on the output facet of a fiber [28] . When measuring in the wrong basis, the probability of the two photons collapsing into different measurement outcomes will increase as 1 − 1 D . Therefore, the probability of Bob falsely believing he is in the correct measurement basis decreases with dimensionality, tending towards zero as the number of dimensions tends to infinity.
In order to break the symmetry between the receiver and an eventual malicious operator, the photon pairs may be interwoven, with Alice publicly revealing the order only after Bob's measurement procedure is complete. It should not be possible to identify the partner of any given photon if each half of a twin is randomly positioned inside a long string of qudits, meaning an eavesdropper will have to resort to guesswork if they wish to pair up the photons ahead of Alice's public announcement. For a string of N qudits, the number of combinations that they must guess between is
meaning we would not expect the eavesdropper to be able to extract any information from the photons they intercept, given a suitably large value for N . As an example, the probability to correctly guess all pairings in a string of N = 100 photons is 1.21 × 10 −143 , while the probability to correctly guess all of the bases is 7.89 × 10 −31 . Thus, the knowledge of the pairings is essential, because the transmitter does not share the basis information during the post-processing phase, meaning the only way of obtaining this is to compare the result of a measurement with that of its "twin", whose position is unknown at the time of transmission, to everyone except Alice. Once Bob has been told how the pairs are organized within the string of qudits, he can cross-reference his measurement results and assess the correctness of the basis chosen. If an eavesdropper were able to do this ahead of time, they would be able to identify whether or not they had measured correctly, and forward onto Bob only the photon pairs for which their basis choice matched that used by Alice.
The proposed strategy is similar to sifting in standard BB84 because the pairings are publicly announced after Bob has finished measuring all of the qudits. In our protocol, a correctly-measured subset of the bits that were communicated may be extracted once the photon pairings are known, whereas in BB84, bit-extraction requires Bob to possesses the basis information. If Oscar, a nonmalicious third party, were to try and randomly guess the pairings in DBS or the bases in BB84, he would increase the error rate on Bob's final bit string to the point where his presence becomes obvious. The pairing/basis declarations happen after the photons have been measured, breaking the symmetry between the receiver and the eavesdropper, implying that there may be potential for our approach to be used in building new QKD protocols.
Here, we do not provide an exhaustive security proof of the proposed scheme, however, in section IV we report an initial estimation of the potential benefit of this technique.
III. EXPERIMENT
It has previously been shown that the degree of localization associated with the probability density of the photon's wave function can be used to implement QKD [28] . In that context, the term "localization" has been borrowed by the condensed matter scientific community, where it is connected with the "degree of localization" (i.e the spatial extension of the wave function) which is a relevant parameter in the phenomenon of Anderson localization [29] . When a wave function occupies a small part of the available space, it is said to be localized. Here, we will show how the degree of spatial localization of the probability density function of the photon enables the receiver to correctly assess whether the measurement has been implemented in the correct basis. In other words, the quantum channel contains both the raw bits that need to be transmitted to the receiver and information on the bases in which they have been encoded.
The experimental scheme of Fig. 1 exploited a multimode fiber and a liquid-crystal spatial light modulator (SLM); a promising platform for multidimensional QKD [30, 31] . In our experiment, the light can be focused at any location in the position space, or in the Fourier basis space [13, 28, 32, 33] . The SLM is an adaptive optics device with S segments. A photon reflected by this may be modeled as a scalar plane wave impinging on the nth segment, whose electromagnetic field is [34] [35] [36] :
where A n and φ n are the amplitude and phase on the nth component of a photonic quantum state |ψ = S−1 n=0 E n . Each nth input will contribute to the field E m of the mth output mode, weighted by the transfer matrix element t nm , meaning [37] E m = N n=1 |t nm |σ n A n e i arg(tnm) (5) where σ n is the state of the nth SLM pixel (with an arbitrary phase factor in the input mode). We disregard the initial phase φ as it is a constant term. Assuming the detector is ideal, the probability to register a photon at a location (x, y) corresponds to the intensity for the mth mode,
By choosing the correct σ n and σ k it is possible, through an optimization process [35, 38] , to obtain a Gaussian focus at an arbitrary location in the (x, y) plane, which corresponds to the mth component of a D-dimensional qudit. The efficiency of the focusing process is characterized by the signal to noise ratio, often referred to as the enhancement factor. This contributes to the upper bound on the fidelity of the quantum state prepared, and depends also on the number of the segments S [39] of the SLM. The process may be performed for any disordered system described by an arbitrary transmission matrix and in particular for multi-mode optical fibers [32] . When a focus is generated in one plane, a delocalized spot is found in the conjugate one, meaning single photons appear in random locations across the area of the detector and repeated measurements are incoherent (see Figs. 1, 2 and reference [28] ). This phenomenon connects the degree of localization directly with the capability to assess the correctness of the measurement. In our setup, a continuous-wave (CW) laser is modulated by an external trigger, and a variable density filter is positioned before the fiber, attenuating the mean photon number to the desired level. The fiber output is imaged by two lens collection systems with gated single-photon avalanche photodiodes (APDs). For practical reasons, only one detector was used, scanning across the desired spatial positions. By properly adjusting the scanning range, the whole fiber may be imaged on an array with either 16 or 36 detectors, depending on the de-magnification factor of the collection system. The whole setup is synchronized with respect to a signal generator that controls the laser 
[htp] while also triggering the detectors. The results of measuring both photons correctly (same basis as Alice) and incorrectly (different basis to Alice) are shown in Fig. 2 . It is clear from this that Bob can successfully identify whether or not he chose the right basis. For the "same basis" case, Figs. 2(a) and 2(b) give the probability to detect a photon (PD) and the probability to detect two successive photons (PD2) in the same detector. Figures 2(c) and 2(d) report the same observables for the "different basis" case. In the "same basis" case, the wave function is localized, so the vast majority of the photon pairs are detected on the same pixel.In the "different basis" case, the delocalized wave function gives a non-zero detection probability on all detectors, i.e. a PD with a speckle-pattern-like distribution extending over a large area. It is important to stress that, in this last case, the majority of the pairs (98%) are measured at different detectors. As a result, these do not contribute to PD2, and are taken into account as "failed detections".
A. Additional experimental details
The silicon avalanche photodiode is a fiber-coupled SPCM-AQR-13 with dark counts of 250 Hz and a dead time of 50 ns. The laser provides 0.5 µs pulses with a 2 ns rise time. The spatial light modulator (SLM) is a Holoeye LC-R 768.
Photons are captured using a Galilean telescope, which sets the ratio between the focus size and the detector size, taking care to ensure that the incident light is completely contained within the detector area.
To measure P Err P Corr , an optimization procedure is per-formed for each output mode, allowing Alice to store the SLM matrix corresponding to focuses in both position and momentum space. This means D = 16 or D = 36 optimizations must be performed for each basis (i.e. 32 or 64 optimizations in total). Once Alice has chosen a letter and a basis, she can select the matching SLM mask from her database and send two photons. Bob measures using a multi-detector array, randomly choosing to monitor either the position or the momentum basis, and keeps note of the detector that clicked. From this, it is possible to extract the probability of each detector clicking for an individual photon. After the set of measurements is complete, and Alice has announced how the photons have been shuffled, the probability of detection can be evaluated for each pair. Bob must check whether the detection events observed match Alice's announcement, to identify when the correct bases were chosen. In table I we report the main parameters observed in this experimental demonstration. 
IV. QUANTIFYING ERRORS
One of the key metrics in quantifying the performance of our quantum communications protocol and comparing it to those that rely on standard individual-photon bit encoding (IPBE), is the ratio between the probability of obtaining an error and the probability of obtaining correct information:
where P BE is the error probability for measurements in the wrong basis and P EE is the error probability due to a dark-counts-induced false positive. P Corr is the probability of obtaining the correct information. In section IV A, we show that
where η is the total efficiency of the transmission channel and detectors, λ is the mean photon number, γ is the number of dark counts per second and τ is the inverse of the gate rate so that
In the case of IPBE, we have
In Fig. 3(a) , we present an experimental and theoretical comparison of the DBS and IPBE performances, exploiting experimentally retrieved values for γ, η and τ . In Fig. 3(b) , we report the theoretical three-dimensional plot of P Err P Corr as a function of D and γ, showing that DBS outperforms IPBE in an extended area of the D − γ space. The extension of this area is controlled by the dark count rate γτ (see equation 20) . In our experiments, we used a commercial avalanche photo-diode, providing γτ = 250 Hz. However, this value may be improved considerably by introducing a superconducting nano-wire single-photon detector, which can be expected to have a higher efficiency and lower dark counts [40] . Further improvements can be achieved by using on-chip photon-pair generation, together with state preparation and coincidence-counting logic [41] .
The channel loss can also be detrimental to quantum communications, meaning that assessing the effect of this on DBS and IPBE is important for understanding their performance in realistic scenarios. In Fig. 4 , we report the effect of loss (1 − η, where η is the channel efficiency) on the P Err P Corr ratio for D = 4 in Fig. 4(a) , D = 16 in Fig. 4(b) , D = 36 in Fig. 4 (c) and D = 100 in Fig. 4(d) , with fixed values of γ = 500 counts/s and λ = 0.2. While IPBE offers a clear advantage at low D and low loss, DBS is more tolerant to higher attenuation and gives a better performance as D increases.
While the effect of loss on DBS is quadratic, because we use two photons per bit, our scheme can offer an advantage in specific circumstances. Consider an experiment in which P err /P corr is required to be lower than 0.4, with a total attenuation of (1 − η) = 50% and γ = 450 counts/s. DBS would communicate information at 0.25 times the rate of IPBE, due to the bit-rate reduction associated with "twins" carrying the information instead of single photons, and the fact that only half of a "twin" has to go missing for the information to be irretrievable. On the other hand, if the number of dark counts is high (γ > 450 counts/s) then DBS maintains a good performance up to D = 90, whereas IPBE cannot surpass D = 20 while staying within the required error rate. In a lossless scenario, each DBS "twin" will communicate 4.5 times the total number of bits compared to a single photon in IPBE, because photons encoded in a higher dimensionality transport more information. Therefore, we can see that using DBS increases the overall bit-rate by a factor of 1.125 relative to IPBE.
A. Calculations of errors
In this work, we use the convention that when there is no superscript, e.g. P Corr , we refer to the DBS case, while when referring to the IPBE case, we explicitly indicate it in the superscript, e.g. P IP BE Corr . Now, we want to estimate the probability of a result being acknowledged by Bob as a correct bit, when actually he measured on the wrong basis. This is of importance because it affects the coherence between the key generated by Alice and the one retrieved by Bob. In DBS, two terms are contributing to the total error probability P BE . If, for the time being, we disregard dark counts,
where P bothE takes into account the cases when Bob retrieves both photons in the wrong basis (25% probability) and P bSinglE indicates when Bob retrieves one of the photons in the correct basis and the other in the wrong one (50% probability). However, if Bob chooses two different bases for a pair of photons, both Bob and Alice can discard the retrieved bits from that photon as requested by the DBS protocol (this case is equivalent to IPBE "wrong basis" case, in which both Alice and Bob discard the photons). So the relevant error is
In IPBE the corresponding term is always 0 as measurements in the wrong basis will always be eliminated through classical communications. Now, let us consider the impact of dark counts, which is relevant especially for empty pulses. The probability of obtaining a false click in the presence of dark counts [3] is:
An empty pulse has a certain probability of being detected as a loaded pulse due to dark counts, increasing the quantum bit error rate (QBER) [42] . In DBS, dark counts must replace both photons for this to happen, so the probability becomes
In contrast, there is no way to check in IPBE if a message is due to dark counts or light, so the error probability grows exponentially with the dimensionality of the system
In the case of DBS, the probability of transmitting correct information is In Eq. 18, η 2 is the probability of both photons to be measured, (1 − e −λ ) 2 is the probability of having two photons in the transmission channel and (1/2) 2 is the probability of measuring them in the correct basis, which is 1/2 for each of them.
Similarly, for IPBE
As figure of merit, we use the ratio: 
V. TOWARDS QUANTUM KEY DISTRIBUTION WITH LOCALIZED WAVE FUNCTIONS
We now introduce a non-malicious opponent, Oscar, whom we challenge to obtain more information than Bob by splitting multi-photon pulses [43] . We look at the success probabilities for Bob and Oscar to extract any information from the photons sent by Alice, in order to give a preliminary estimate for the expected performance of data basis shuffling (DBS).
In the case of Bob, the chances of him being able to extract information successfully will depend directly on the dimensionality of the qudits, the dark counts of the detectors and whether or not multi-photon terms are present. Meanwhile, Oscar's probability will mostly depend on the presence of multi-photon terms, assuming he has perfect equipment.
One important quantity for both DBS and individualphoton bit encoding (IPBE) is the probability of obtaining a false click in the presence of dark counts [3] :
Whenever a gate contains at least one photon sent by Alice, the probability of Bob successfully extracting information using DBS is
where η is the combined efficiency of the transmission channel and detectors. The factor of 1/2 arises from having two possible measurement bases.
If we now assume that Oscar has perfect detectors and is restricted to performing only photon number splitting, then the probability that he successfully extracts the same information is
where P mult = ∞ n=2 λ n n! e −λ is the multi-photon probability and P phot = ∞ n=1 λ n e −λ n! , is the probability of having at least one photon.
The quantity we use as a benchmark, in this case, is the ratio of the probabilities for Bob and Oscar:
In Fig. 5 , we compare this quantity with the equivalent in the case of IPBE:
In principle, if Alice and Bob's reference frames are slowly rotating relative to one another, it may be possible to use a non-interwoven variant of DBS to perform direct quantum communication, as identical measurement results from both halves of a twin would indicate the reference frames were aligned. However, this would lead to a substantial reduction in the bit rate because, while DBS would allow Alice and Bob to identify any bits that may be considered unreliable as a result of reference frame misalignment, it does not provide a method for communicating during these periods, which will constitute the majority of the time. In a similar vein, one may consider whether DBS could be used to identify the set of bases being used by Alice, without her announcing it classically before the protocol begins. However, this would be expected to fail, as the probability for Alice and Bob to measure in the same basis, chosen from a virtually infinite set of possibilities, would be close to zero, and far less efficient than any classical method. Thus, the use of DBS as a technique for exchanging information without sharing a previously-defined set of bases seems unlikely to be of any practical use.
VI. DISCUSSION AND CONCLUSIONS
We have introduced and experimentally demonstrated a new quantum communication protocol, which exploits multidimensional quantum channels. Our experimental observations, together with the numerical predictions presented herein, are evidence that this protocol can offer improvements over standard individual-photon bit encoding (IPBE) when increasing the dimensionality of the quantum channel. In data basis shuffling (DBS), two copies of the same quantum states are transmitted over the multidimensional quantum channel, allowing Bob to infer the basis information from his measurement results, instead of having to receive it over a classical link. This shows potential for increasing the resilience of quantum key distribution to photon number splitting attacks if it were to be used as the foundation for novel cryptographic protocols.
At the same time, DBS naturally "double-checks" the information received, and the probability of random noise being misinterpreted as a legitimate detection is lower than for IPBE. As a result, the probability of error goes down, implying a higher tolerance towards noise. This effect is especially useful for high dimensionality where the number of detectors goes up, leading to increased dark counts.
Future studies should focus on characterizing the DBS bit rate for general amounts of loss, exploring how the dimensionality and dark counts affect the resulting trend. From this, it will be possible to perform a comparison with IPBE to identify a complete set of experimental conditions for which DBS outperforms traditional approaches.
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